
4 
073

l *.

DTIGL~TE ~ IUIUU
SEP 0 2 199A

F

Processing Multilevel Secure Test And Evaluation Information

George Hurlburt
TECNET Executive Secretariat

Naval Air Warfare Center, Aircraft Division

Bradley Hildreth
Concurrent Systems Security Engineering Manager

National Security Agency

Teresa Acevedo
Systems Engineering Manager

Pulse Engineering, Inc.

ThiX 4ocumerll ý.J S6 ppW~ve
10o pub•, zele•-e and sa21% its

RTEA 1994 Symposium

"Testing the Global Village"

October 3-6, 1994

Omni Inner Harbor Hotel
Baltimore, MD 21201

94-28622

94 9 Oi 22•3



Processing Multilevel Secure Test And Evaluation Information - July 31, 1994

Abstract To date, the results of the TECNET/NSA
partnership are dramatic. The resulting system

The Test and Evaluation Community Network design meets TECNET growth
(TECNET) is building a Multilevel Secure (MLS)
system. This system features simultaneous access expectations, addresses existing national and
to classified and unclassified intbrmation and easy Department of Defense (DoD) policies, defines the
access through widely available communications TECNET MLS administrative practices, and is
channels. It provides the necessary separation of expected to be certified at an acceptable level of
classification levels, assured through the use of risk.
trusted system design techniques, security
assessments and evaluations. This system enables TECNET Background
cleared T&E users to view and manipulate
classified and unclassified information resources TECNET exists to support the DoD in the conduct
either using a single terminal interface or multiple of both developmental and operational Test and
windows in a graphical user interface. Evaluation. This support extends to the United

States armed services, defense agencies, the Office
TECNET is in direct partnership with the National of the Secretary of Defense and qualified defense
Security Agency (NSA) to develop and field the contractors who provide T&E support to the DoD.
MLS TECNET capability in the near term. The TECNET offers full featured electronic mail, an
centerpiece of this partnership is a state-of-the-art extensive bulletin board service, flexible file
Concurrent Systems Security Engineering (CSSE) repository systems for text and binary file
process. In developing the MLS TECNET exchange, integrated facsimile capabilities,
capability, TECNET and NSA are providing extensive database support, Internet access and
members, with various expertise and diverse specialized information services. TECNET
backgrounds, to participate in the CSSE process. currently serves over 5,500 registered users
The CSSE process is founded on the concepts of supporting defense acquisition from the T&E
both Systems Engineering and Concurrent perspective.
Engineering. Systems Engineering is an
interdisciplinary approach to evolve and verify an Current System Configuration
integrated and life cycle balanced set of system
product and process solutions that satisfy customer TECNET operates an accredited C2 level system
needs (ASD/ENS-MIL STD 499B 1992). for unclassified information from the Naval Air
Concurrent Engineering is design and Warfare Center - Aircraft Division, Patuxent
development using the simultaneous, applied River, Maryland. This system is accessible via
talents of a diverse group of people with the direct dial-up modem lines, the Defense Data
appropriate skills. Harnessing diverse talents to Network (DDN), the Defense Research - and
support CSSE requires active participation by Engineering Network (DREN), and the Federal
team members in an environment that both Telephone System for the year 2000 (FTS-2000).
respects and encourages diversity. The synergy of Another accredited C2 level System High
Concurrent Engineering with Systems SECRET TECNET capability also operates from
Engineering results in an explosion of rich design the Aberdeen Proving Ground, Aberdeen,
solution sets, maximizing the value-added by Maryland. This system is accessible via the
TECNET to its users. Defense Secure Network I (DSNET I) and via

direct dial-up lines utilizing STU-mI devices.



It has been a TECNET goal since 1989 to integrate place to carry out the important, independent task
it's classified and unclassified operations. Such of system certification. These individuals are
integration was perceived as necessary to integrated into the CSSE process. In this and other
eliminate the costly redundancy of systems and cases, functional subgroups are identified for
data brought about by the distinctly separate separate deliberations in specialty areas, as
systems serving the same community. Moreover, required. TECNET is also seeking full
user acceptance of the classified capability would accreditation through its management structure via
be better served if all appropriate data were more the two star Board of Operating Directors (BOOD)
accessible in context. For these reasons, TECNET for Test and Evaluation. This group oversees the
launched a focused applied research and TECNET Steering Committee, which is a multi-
development effort in 1991. This initiative was service committee responsible for the management
aimed at better understanding the dynamics and of TECNET.
economics of operating an MLS TECNET
capability in the not too distant future. Concurrent Systems Security

Engineering Team
Recent Events

The TECNET Executive Secretariat and the NSA
The initial TECNET MLS research, funded CSSE Manager provided the leadership for the
through the Defense Acquisition Security MLS TECNET CSSE team. Three primary
Protection (ASP) program, brought TECNET to objectives were identified by the leadership for the
NSA. A natural union formed as TECNET and CSSE team that served as a focus for the group's
NSA learned that many key objectives were efforts and activities. These objectives were used
mutual and intertwined. As a result of their MLS by the team to help drive design alternatives,
oriented research program, the TECNET staff analysis, and decisions. A set of CSSE principles
became increasingly aware that multiple were developed to govern the dynamics of the
disciplines would be necessary to field an MLS CSSE team. The objectives of the CSSE team and
capability. At the same time, NSA was developing the foundation CSSE principles are described
the engineering, management, and documentation below.
concepts underlying an up-front concurrent
systems engineering approach. By 1993, the Team Objectives
affinity between TECNET's MLS needs and the
rapidly maturing NSA CSSE approach became The program plan for MLS TECNET showed an
evident. TECNET clearly needed a multi- initial operating capability (IOC) of 2nd quarter,
disciplinary accelerated approach to MLS Fiscal Year 1995. The highest priority group
development at the same time that NSA was objective was to perform a certification of the
constructing a sound CSSE process. A concurrent MLS TECNET system and achieve accreditation
systems engineering team was formed and in time to support the planned IOC. This objective
working by the end of 1993. was particularly challenging given the tri-service

nature of MILS TECNET. The second objective
The TECNET team brings several necessary was to analyze, define, and implement a "system"
perspectives to the table. The system security solution. In this context, the term
administration function, system security "system" is being used to refer to the collection of
management role, system engineering activities, hardware, software, people, policies, and
network security and planning responsibilities and procedures working together as a whole under
the program management functions are fully regulated conditions. This objective was
represented within the TECNET team. especially meaningful because the team
Additionally, a tri-service certification team is in recognized the potential for the introduction of a



significant administrative burden associated with Concurrent Systems Security
the use of MLS technology. The third objective Engineering Process
was to define a plan for tra -ning from the
current TECNET system to , al of a single The TECNET CSSE team adopted the NSA CSSE
MLS host TECNET system supporting access to process to serve as its roadmap for progress
distributed databases. through the development effort. The team was

encouraged, by the team leadership, to refine and
Team Principles enhance the process based on the experience of

individual members and to tailor the process as
In forming the CSSE team, the TECNET necessary for applicability to the MLS TECNET
leadership established a series of underlying initiative.
principles that would guide the team's
interactions. These principles evolved from the Process Description
management philosophies of the team leader

The CSSE process applied by the CSSE team in
These principles were: the development of MLS TECNET is shown in

.;iure 1. The process shown in Figure 1 was
"• Each team member must recognize that every dev-loped based on the concepts presented in

team member has value reference papers I and 2 (ASD/ENS-MIL STD
"* Each team member has the same right to 499B ,99!' and Forsberg and Mooz 1991). The

attend, speak, and contribute at any team meet- process was refined by the CSSE team to
ing incorporate contributions made by each member.

"* Each team member must share in a common This approach to the CSS, process development
goal and know the goal encouraged personal comm-*',ment to the process

"* Each team member may contribute toward from every member o' the CSSE team.
developing the process Additionally, CSSE process. definition was

0 The team must consist of members with the enhanced by the diversity of contributions
necessary skills (or members having the capa- received from area disciplines on the CSSE team.
bility to learn the skills) to achieve the goal

I qY_ $a R"%k~Metta" dMhWad New$ Ste"taEach team member must not repeat anything s--- - --ondc - ---- -- - .

that is said in confidence
" Each team member must be recognized com-

mensurate with their contribution spn sm Ssfs amd sy•,m ,CD
"* Each team member must be prepared to

accommodate the learning characteristics (e.g.,
rates, style) of the other members •,a %..._ _
Each team member is expected to maintain anths rnilspoieamd nh rmwr fo o•,••rp.u•l=!•~t
attitude of continual learning.

These principles provided the framework for edS
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In Figure 1, the leftmost flow from system - Involvement of a threat analyst to pro-
requirements analysis to subsystem specification vide a specific threat profile for the
represents the system to subsystem decomposition system based on its intended applica-
process. At each stage of the development tion, the information it processes, and
process, the system is further developed and its geographic location
specified in a top down hierarchical fashion. At - Identification and involvement of the
every level of design decomposition, the 499B Designated Approval Authority, not
model of requirements analysis, functional directly involved in day to day activi-
analysis/allocation, synthesis (physical analysis), ties, but informed on system objectives
and systems analysis and control is applied. At the and progress
bottom of this flow the smallest specified units - Empowerment of the certification offi-
(i.e., subsystems) are either procured or designed cials (TECNET had tri-service issues)
and fabricated per the detailed specifications. The to comment on the design during the
rightmost flow from subsystem verification to system engineering process. The certi-
subsystem validation represents the subsystem to fication official is delegated down to a
system recomposition process. This rightmost working level to allow a proactive
flow indicates that the subsystems are first tested identification of system risk beginning
as isolated units against the appropriate subsystem with the requirements analysis through
specifications (i.e., verification). The subsystems subsystem procurement to system vali-
are then integrated and tested for compliance with dation
system level specifications. Finally, the system is - Involvement of a security evaluator
evaluated to determine its effectiveness in meeting throughout the design process to pro-
customer needs (i.e., validation). vide security design guidance and to

participate in the system security risk
Significant Attributes Of The Process assessment

- Involvement of system integrator to
There are a number of systems engineering provide design guidance that facilitates
process models that have evolved in recent years effective system integration. System
(e.g., waterfall and spiral). The CSSE team has integrators additionally are afforded
identified several of the most significant attributes the opportunity to develop a more in
of the CSSE process used by TECNET. These depth understanding of system integra-
attributes appear to be relevant to any system tion requirements by participating in
requiring security regardless of the systems the integration requirements develop-
engineering model being applied by the ment
developers. - Involvement of a system administrator

to provide design guidance that reduces
The significant attributes of the CSSE process are the potentially significant administra-
presented below: tive burden.

0 Structured top down design approach
Area disciplines participate in the program * Identification of design derived requirements
from the beginning and are involved through- for every level of design detail
out the development effort - Refinements of initial customer

- Involvement of policy and doctrine requirements
analyst to provide guidance on the poli- - Applicable policy and doctrine
cies, laws, and regulations associated - Applicable standards
with the information processed by the - Technology constraints
system - Risk assessment and management



"* Progressive and structured, informal design not have emerged without the natural associa-
reviews tion of TECNET and NSA members.

"* Subgroups established on an as needed basis
with specific objectives for accomplishment Conclusions
and associated timeframes

"* Requirements tracking and design compliance The activities of the joint TECNET/NSA CSSE
analysis for every level of design detail team have grown in intensity and significance

"* Detailed, structured design documentation that since the team's inception. The system
can be reused by other similar systems administration function, system security

management role, system engineering activities,
MLS TECNET is currently in the Subsystem network security and planning responsibilities and
Specification Phase of the CSSE process. While the program management functions are fully
MLS TECNET has not fully executed the CSSE represented within the TECNET team. NSA
process, the initial results have been extremely brings great and complementary expertise to the
encouraging. Each of the CSSE team members table. TECNET also has integrated a tri-service
have realized value from their involvement in the certification team into the full CSSE process. The
process. natural dynamic between the operational

experience of the TECNET members and the
Benefits To Date security perspective of the NSA members has

produced a meaningful outcome at each stage of
The MLS TECNET effort has realized the the CSSE process. It is this process, which all
following benefits from the CSSE approach: parties have pledged to follow, that focuses the

mutual activities of all concerned. At each stage of
"• Richer design solution set(s) based on diver- this well defined CSSE process the level of

sity and resulting synergy of CSSE team par- specificity grows as the options clearly narrow
ticipants through strong consensus. While discussion is

"* Customer input and design validation, during frequently animated and vivid, the process places
the development process, through structured clear focus on the ultimate team dynamic. To date,
CSSE team meetings the process has served as the glue that makes the

"* Up front and concurrent risk identification in a otherwise highly diversified team cohesive.
very proactive manner. This enables the team
to address security issues early in the process. The benefits of this experience to TECNET have
Early identification of vulnerabilities allows been invaluable. Left to its own devices,
for timely, cost effective, and operationally TECNET may have reached similar conclusions,
viable solutions to be proposed but it is doubtful that many of the desirable

"* Documentation of decisions and the rationale attributes of the CSSE process would have ever
behind the decisions facilitates the certification been fulfilled. Moreover, all parties brought skills
and accreditation effort and provides a focus not easily replicated or even available in each of
for additionally required evaluation effort, the complementary organizations (i.e., TECNET

"• An accelerated integration schedule and NSA). Finally, joint recognition of the
"* Mutual teaming between agencies that has soundness of the CSSE process has helped forge

made the acquisition of funding and skills, the vital links between the various team players.
such as the certification team, far more credi-
ble and easily accomplished

"* Mutual respect among the team members that
has fostered a professional atmosphere, highly
charged with enthusiasm. Such respect could
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